
PassiveDNS
UKNOF 20, Bristol, England

9 Sep 2011

Cathy Almond
Internet Systems Consortium
Deck Version 0.2



We make the Internet
work better.

RPZ  
New 

meth
od f

or

DNS-
base

d po
licy

 

enfo
rcem

ent

Taking back the 

DNS!

RPKI   Securing BGP
from routehijacking

SIE  
Changing how
the security 
communities 
productively 
collaborate

You are here



Agenda

● Introduction to PassiveDNS
● How ISC does it
● Examples
● How to participate



History

• Invented by Florian Weimer in 2004
• Public efforts (RUS-CERT, BFK, DNSparse)
• Use PCAP-based tools (like tcpdump or 

dnscap) to capture packets, extract data, 
add to data base, develop query tool

• Used by security community and law 
enforcement to passively analyze 
associations between badness and the 
DNS or address resources they use.
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How it works (query/response)
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How it works (2nd client)
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Collection properties
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ISC / SIE / DNSDB

• ISC started in 2007
• Emphasis on high volume collection 

and near-real-time analysis
• Saw challenges in existing tools

–Tool evolution
• dnscap -> ncaptool -> nmsgtool

–Scalable replication and processing
–Data storage and access technologies



We like responses
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... but that's not good enough.



Problems
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We built some infrastructure 
(SIE, DNSDB)

DNSDB



Law enforcement,
Security researchers,
CERTs, ISPs

Commercial and
public benefit efforts

API

Web UI



More background

• Robert Edmonds, “Passive DNS Hardening”
– Video:  http://bitly.com/lAJHVZ (DEFCON 18, Jul 2010)

– Slides:  http://www.isc.org/files/passive_dns_hardening_handout.pdf

• ISC Webinar, “SIE & Passive DNS”
– Video:  http://bit.ly/ilpr7k (WebEx, Mar 2011)

– Slides:  https://www.isc.org/files/SIE&Passive%20DNS-2011-03-29_0.pdf

– Note: Shows examples of how PassiveDNS data has been provided to and used 
by several research efforts.

http://bitly.com/lAJHVZ
http://www.isc.org/files/passive_dns_hardening_handout.pdf
http://bit.ly/ilpr7k
https://www.isc.org/files/SIE&Passive%20DNS-2011-03-29_0.pdf


Now some fun



Guilt by association



“... due to a hack at Betfair's registrar”

ouch!



Zeus hunting (domains)

more
domains



Zeus hunting (fast-flux)

... more domains

... more IP resources



One good spam deserves another...

[162] [2011-09-06 05:31:35.########] [1:2 ISC email] 
type: spamtrap
srchost: 117.yyy.yy.yyy
bodyurl: hxxp://Despo.pharmacyramat.ru/?xxxxxxxxxxxxxx
    ... redirects to “hxxp://www.medicostb.com/”



DNSDB API
$ DNSDB_FORMAT=json isc-dnsdb-query rdata ip 192.0.32.10 | sort
{"rrtype": "A", "rrname": "example.com.", "rdata": "192.0.32.10"}
{"rrtype": "A", "rrname": "example.edu.", "rdata": "192.0.32.10"}
{"rrtype": "A", "rrname": "example.net.", "rdata": "192.0.32.10"}
{"rrtype": "A", "rrname": "example.org.", "rdata": "192.0.32.10"}
{"rrtype": "A", "rrname": "mal1.gbs-clan.de.", "rdata": "192.0.32.10"}
{"rrtype": "A", "rrname": "mail2.gbs-clan.de.", "rdata": "192.0.32.10"}
{"rrtype": "A", "rrname": "scribble.co.uk.", "rdata": "192.0.32.10"}
{"rrtype": "A", "rrname": "www.example.com.", "rdata": "192.0.32.10"}
{"rrtype": "A", "rrname": "www.example.edu.", "rdata": "192.0.32.10"}
{"rrtype": "A", "rrname": "www.example.net.", "rdata": "192.0.32.10"}
{"rrtype": "A", "rrname": "www.example.org.", "rdata": "192.0.32.10"}

... for programmed lookups and cross-references and search.

... gets around web browser javascript limitations.



... using API with last example

$ dig medicostb.com ns
medicostb.com. 169386 IN NS ns1.upsdns.com.ua.
medicostb.com. 169386 IN NS ns2.dnsaq.ru.

$ ( for f in `isc_dnsdb_query.py -n ns1.upsdns.com.ua/NS | \
     awk '{print $1}'`; do isc_dnsdb_query.py -r $f -j |\
    egrep 'time_last": 1315[12]'; done) | awk '{print $8}' | sort -u
"healthtr.com.",
"medicacpr.ru.",
"medicannk.com.",
"mediccker.ru.",
"mediccklr.ru.",
"medicehok.com.",
"medicelcr.ru.",
"medicellk.com.",
"medicemur.ru.",
"medicheek.com.",
"medichmar.ru.",
...etc...



Other uses

● Look up what names are hosted on your networks (by CIDR).

● Look at what is hosted around CIDR a bulletproof hosting site.

● Look for delisted domains and watch them move around.

● Look at DNSSEC history for domains.

● Look at IPv6 utilization. 

● Look at resources hosted by dynamic or low-cost DNS providers (eg: 
*.cz.cc).

● Rebuild TLD zone files from PassiveDNS data.

● Find new names hosted in ccTLDs (live off the wire).

● Track trademarked names against phishing (live off the wire).



Who gets access?

• Security Information Exchange Peers

• DNSDB User Interface (beta)
– Vetted member of Operational Security community

– Passive DNS contributors

– SIE forum members

– SIE peers

• DNSDB API (beta)
– Passive DNS contributors

– ISC Sponsored Researchers

– SIE Peers

– SIE Forum members



How to participate?

• Check out information at https://sie.isc.org
– Apply to contribute Passive DNS data

– Download sie-dns-sensor software

– Gain credentials to allow you to submit PassiveDNS data

– Configure the sensor software

– Start feeding data

– Use benefits of PassiveDNS to help with you own 
organization's security – get a UI or API account

• E-mail: dnsdb@isc.org
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