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Background

3 years designing, implementing & troubleshooting multicast
networks

Extensive experience with research and education multicast
networks

Experience in critical production environment with Magnet

Networks in Ireland : Streaming digital TV over FTTH/ETTH
and ADSL2+ using multicast

Disclaimer : All views/opinions/rants are my
personal views/opinions/rants ;-)



Multicast deployment

© Multicast deployment has historically been very poor

Y ¢¢

® Lots of reasons : “the code’s not stable”, “there’s no business

9 ¢¢

case”,‘no-one else is deploying it”,“l don’t have time to learn
CitRos
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Who's deploying it ?

Companies delivering IPTV

Universities
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| want to deploy it!

® Great!

¢ | could paint a rosy picture but i'd be lying
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The Good ...

® General benefits

© WVell designed ASM networks




The Good ...

® General benefits

e Configuration

e Results



General Benefits

Unicast Multicast




The Good ...

*  Well designed ASM networks
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e Results



Well designed ASM

Any Source Multicast (ASM) is the most widely deployed form
of multicast today (Using PIM-SM, some legacy PIM-DM)

It works best on well designed, hierarchical networks

Relles on RPF and PIM- SM to make mtelhgent forwglrdlng
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The Good ...

e Configuration

e Results



SSM

® SSM is the answer to “one to many” applications
® No need for complications such as RP’s or MSDP

@ No shared tree
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The Good ...

e Configuration

e Results



PIM Bi-dir

® The answer to “many to many” applications such as video
conferencing & financial applications

© Relies on shared tree to forward all traffic
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The Good ...

e Results



Configuration

® |t’s trivial to configure :

Sample configuration for Cisco router

ip multicast-routing
;! oim F-address 1 0 LQ,’;.OJ
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The Good ...

e Configuration



Results

® A lot of networking projects give subtle results which are
difficult to explain to management

° Deploylng multlcast usually results in streamlng a DVD or
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The good ...

© That all looks great

¢ Some reading and preparation and I’'m ready!




The bad ...

¢ ASM limitations

® |Inter-domain IP Multicast

¢ Troubleshooting
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The bad ...

¢ ASM limitations




ASM limitations

® Unfortunately basic ASM (PIM-SM, RP, MSDP, IGMP) has a
lot of limitations

¢ Security
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The bad ...

Inter-domain IP Multicast




Inter-domain Multicast

Global ASM

MSDP used to maintain list of sources, MBGP used to
maintain RPF

Requires a large amount of state on RP and has potential to
cause significant problems

Inter-domain multicast is frustrating to troubleshoot and
requires a lot of cooperation with other AS’

Inter-domain multicast is not being tested heavily in

production, there are very few source outside on the
NRENs



The bad ...




Troubleshooting

© This is a separate talk all on its own

¢ Poses significant problems as it’s receiver driven, is
unidirectional in nature, has complicated rules and needs
state debuggmg on aII part|C|pat|ng network dewces
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Multicast troubleshooting — John Lyons (16/09/05)

* Gather relevant information  Step1
* Identify Designated router for receivers subnet. Siep2
* Identify receiver interest in group traffic on receivers RPF interface StepZ
" Verify knowledge of active source on receivers DR Stepd

(If DR has no knowledge of active scurce) {If DR has knowledge of active source)

* Verify correct RP address an receivers DR
* \erify RPF path (on receivers DR) to RP is
Correct and PIM adjacency is comrect
* Verify RPF path all the way to RP

* Verify RP has knowledge of active source

{If RP has no knowledge of active source

{If RP has no knowledge of active source
and FP the same for both DRs)

and RP different for both DRs)

R B ) " Check RP o make sure it has leamed source from MSDP
Check senders DR to make sure it has F kit set * Determine IP address of sources RP, and detemine
MEDP peer SA should be leamed from
[ Contact MEDP peer and check for SA in their MSDP cache
And troubleshoot if available, if not their problem

L

*Verfy RPF to active source
*Verify PIM-5M adjacency to neighor address in RPF chack

* L2 problem (IGMP snooping, | Mot forwarding * \erify that receivers DR is forwarding
CGMF etc_) packets o the correct interface

Forwarding cormectly

) |
*Ifits not farwarding then RPF for upstream, check PIM adjacency, check (5,G) state, check
outgoing interface and check for forwarding. Repeal until you find a router which is forwarding
* Check why packets not forwarding between routers (ACLs, broken switch between routers etc.)
* If you reach an adminisirative border forward on information and ask that same process followed

Commands Required :

3. Show ip mroute group-address source-address
1. Show ip route receivers e v gro
Show ip pim neighbor R
Show _Ip lgmp groups RAF b ' 5. Show ip route RPF-neighbor address
Show ip mroute groug-address source-address Shew ip pim neighbor REF inferface

4. Show |p mroute group-address s address

2. Show ip pim rp mapping
Show ip route RPF-neighbor address
Show ip pim neighbor RPF interface

Show Ip mroute group-address source-address

6. Show ip mroute group-addrass source-address count
7. Show ip route RPF-neighbor address

Show ip pim nesghbor RPF interfac

Show ip moute group-address source-address




The bad ...




Ongoing Support

¢ Finding (and keeping) multicast literate engineers is difficult

¢ If you rely on multicast to deliver a critical service you will
require experienced multicast engineers
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The Bad

® That still looks fine

¢ I’'m ready, give me the books and enable access!

i WeII there are some qth,gr th.ln gs you should know ..
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The Ugly ...

© MAC address 32:1 overlapping

¢ Software bugs




The Ugly

¢ MAC address 32:1 overlapping

.: : B ':l :. :_ .H."
) A g 35, l ,l
, A% 2 i f",!’j ﬂ

e Tunneling

e |nappropriate usage



MAC Addresses

Multicast L3 addresses are 28 bits long (/4)

Special MAC addresses reserved for multicast, but due to lack
of funding for OUlI’s, only 23 bits long

There are 32 IP multicast L3 addresses with the same L2
addresses

Host takes care of MAC address crossover but has to de-
capsulate packet

Particularly ugly if you choose to use multicast addresses
which overlap with special case addresses such as 224.0.0.0/24

Renumbering is never fun



The Ugly ...

Software bugs

e Tunneling

e |nappropriate usage



Software bugs

® Here’s where it can all go wrong
© Multicast software bugs are numerous

¢ One partlcular problem in a UnlverS|ty led me to the bug
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e Tunneling

e |nappropriate usage



Vendor support

© Many vendors visibly wince when asked about their multicast
support

¢ Workarounds for PIM problems will include fixes such as
turning off PIM to resolve the problem




e |nappropriate usage



Tunneling

® If you have non multicast aware boxes (particularly firewalls)
you may need to tunnel around them

© Static mroutes are non-intuitive and ongomg malntenance of
them I'§ tlmﬁ CQnSumLQg, 4 n,n & it el s Bt & R Ao




e Tunneling



Inappropriate usage

© Some people will try and persuade you that it’s a good idea
to run interdomain multicast video conferences with 20+
participants in 20+ Universities around the world

° These people obwously do not troubleshoot multlcast
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Conclusions

“The only thing that scares engineers more than IPvé is
multicast.”

Multlcast adoptlon W|II contlnue to rise
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Resources

o Developing Multicast Networks

¢ Inter-domain IP Multicast

2 Internet 2 Multlcast worjkshops
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Thank you for listening




