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About Central Registry Solutions

Central Registry Solutions was formed to help customers 
navigate the ICANN application process and provide 
advice about how to set up and maintain registry services 
for new Top Level Domains (TLDs). CRS offers registry 
services and provides distribution of domains and a 
portfolio of online services.

Central Registry Solutions brings together two recognized 
leaders in the Internet Industry
 CentralNic who has provided flexible and stable registry services 

since 1994 
 Network Solutions, who brings experience and extensive market 

reach as the original registrar since its founding in 1979
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1. DNSSec Deployment Overview
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2. Consumer demand
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3. Operational impact



DNSSEC: problems and solutions for ISPs, web hosts and 
registrars

3.1 Response packet inflation
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3.2 EDNS support
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3.3 UDP fragmentation
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3.4 TCP query volume inflation
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Source: Duane Wessels, DNS-OARC, June 2009 



DNSSEC: problems and solutions for ISPs, web hosts and 
registrars

3.5 NXDOMAIN interception
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3.6 CPE
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Fully DNSSEC compatible 
when used with factory de-
faults
Fully DNSSEC compatible 
when reconfigured to route 
DNS queries
Cannot be reconfigured to 
avoid proxy DNSSEC in-
compatibilties

Source: Ray Bellis, Nominet, September 2008
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4. Signing zones
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4.1 Storing and transmitting zone data



DNSSEC: problems and solutions for ISPs, web hosts and 
registrars

4.2 generating zone data
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4.3 securing keying data
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5. Managing key rollover
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5.1 pushing DS keys to parent registries
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5.1.1 EPP <secDNS>
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5.1.2 issues for resellers (non registrars)
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5.2 DLV
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6. Unsolved problems
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6.1 Domain name transfers
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7. Off-the-shelf solutions
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7.1 Infloblox 



DNSSEC: problems and solutions for ISPs, web hosts and 
registrars

Source: Infoblox.com
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Source: Infoblox.com



DNSSEC: problems and solutions for ISPs, web hosts and 
registrars

7.2 Secure64
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Source: Secure64.com
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7.3 Xelerance
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Source: Paul Wouters
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Source: Paul Wouters
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Source: Paul Wouters
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7.4 OpenDNSSEC
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Source: OpenDNSSEC.org
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7.5 BIND
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7.6 PowerDNSSEC
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8. Conclusion


