The End of End to End
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Font Choices

® Normally I'm a Helvetica bigot, able to spot
Arial at twenty paces (my children are
trained to say rude things about Arial at

o shool)




What is End to End?

® “whenever possible, communications
protocol operations should be defined to
occur at the end-points of a
communications system, or as close as
possible to the resource being controlled.”

® “protocol features are only justified in the
lower layers of a system if they are a
performance optimization”
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Which means...

® |P Networks are dumb, it’s the computers
at each end that are clever.

Networks should just ship IP\and }ICM_P




Which Translates As...

® Don’t mess with my packets

® Don’t interpret my packets




That’s the way is was

® Theoretically,a router doesn’t need to
understand TCP.

® Not even telnhet/ssh for management:
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And that’s what the
GPO would do

® For post, the only thing that they pay any
attention to is the destination address and

the weight/size.
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But ISPs know better...

® Anti-spoofing

® Protecting customers from the Internet

® Protecting the Internet from their




Some Examples

® T[ransparent proxying of “HTTP” (really
anything on port 80)

® Blocking of various perceived Mail
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® Blocking fake BGP announcements

® Blocking fake source addresses




® Spam Filtering inbound

® The GPO could scan your post and guess at if
it's anything you're really interested in

® Spam Filtering outbound
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® “Adding Value” to recursive DNS lookups

® The GPO could return letters that were slightly
mis-addressed with a helpful guide to other,
similar businesses that might be able to help
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® |nformal Dispute Resolution

® DNS companies will pull name resolution
because there’s a whiff of libel:




Who knows the law?

® All of this is happening without the slightest
whiff of a test-case in legislation which is
either new or non-existent.
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But this is only home
users!

® At the moment, most of this affects only
residential customers

® But there may be a business at the other
~ end of a residential TCP connection!
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Don’t mess with my
packets

® Sooner or later, an ISP is going to apply
some of these tactics to a business with




And consent is tricky

® The usual argument is that Ts and Cs
provide all the cover that’s needed
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® Can arbitrary users consent on behalf the
contract holder?

® Can anyone consent to retention of
personally identifiable data other than the
~ subject themselves?
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Engineers in Striped
Uniforms

® |f the interference with packets is
sanctioned by directors (real, Companies
House ones), that’s possibly a defence
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Do you...

® Have terms and conditions cover for what
you do to your customers’ packets?
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